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Preliminary remarks Terminology
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1.1 Internal ComplianceProgramme(ICP)

1.2 Chief Export Control Of cer (CECO)
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2.1 Which liability risksexist?

2.1.1 Criminal law

2.1.2 Administrativeoffenses law

2.1.3 Self-disclosure

2.1.4 Civil law
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2.2.2 Companies
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2.2 Who is liable in caseof violations in terms
of criminal proceedingsor money nes?

2.2.1 Natural persons
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2.3 Intent, negligenceand error

2.4 Which other disadvantages
can an ICPhelp to avoid?

2.4.1 Reliability audit
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2.4.2 Lossof reputation

2.4.3 Cost risks
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3.1 Individual export licenses

3.2 Global export licenses
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3.3 Cert i cation procedures in
accordancewith thedirectiveon
defence-related products
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1. Top-level management commitment
to export control compliance

2. Risk analysis

3. Organizational structure/ Chain of responsibilities

4. Human, technical and other resources

5. Work ow management and operating procedures

6. Record keeping and documentation

7. Selection of sta , sta training and awareness-raising

8. Process-related control / System-related control (ICPaudit) /
Corrective measures/ Whistleblower system

9. Physical and technical security
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4.1 Top-level management
commitment to compliance

ICP test question:

Company goals BAFAinformation

4.2 Risk analysis

ICP test question:

Company goals BAFAinformation

4.3 Organizat ional structure/
Chain of responsibilit ies
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ICP test questions:

Structural organization BAFAinformations

4.4 Human,technical and other resources

4.4.1 Human resources
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ICP test question:

Human resources BAFAinformation

4.4.2 Technical resourcesfor processing exports

ICP test question:

Technical resoures BAFAinformation

4.4.3 Other resources
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Attention!
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ICP test questions:

Meansfor work BAFAinformations

4.5 Work ow management and
operational procedures
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Process questions:

Processmanual BAFAinformation

Embargosand sanction lists

Customer and transact ion check

Control of listed products
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Intangible transfer of technology

Control of unlisted products

Technical assistance**

Commercial and intermediary act ivit ies***

Licensing phase

Post-licensing phase
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General authorisations

Global export l icenses
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4.6 Record keeping and documentation

ICP test questions:

Documentat ion and
retent ion of documents

BAFAinformation

4.7 Select ion of staff, training
and awareness-raising

4.7.1 Selection of staff
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ICP test questions:

Selection of staff BAFAinformation

4.7.2 Trainings
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ICP test questions:

Training BAFAinformation

4.7.3 Awareness-raising

ICP test questions:

Awareness-raising BAFAinformation

4.8 Process-related control / System-
related control (ICPaudit) / Correct ive
measures/ Whist leblower system

f
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Attent ion!

ICP test questions:

Monitoring BAFAinformation

4.9 Physical and technical security

Listed items must be protected from unauthorized remo-

val by third parties and employees. Suitable protective

measures must be taken to reduce this risk.Access or exit

supervision or other authorization concepts are concei-

vable to this end.

Special protective measures to prevent unauthorized

access / information should also exist for listed software

and technologies, such as password-protected systems, a

rewall, a control regarding storage media and e-mails.
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ICP test questions:

Security BAFAinformation
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5.1 Attemptsto procureproducts
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5.2 Attemptsto procureexpertise
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5.3 Procurement attemptsand terrorism
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